@ THEMIS SOFTWARE LTD.

Intelligent » Proactive > Compliance

Our Products

The Themis SIM Suite is to compliance and business continuity what the Swiss Army knife is to it's owner —
adaptable and reliable but overall has the versatility of providing the solution from just the one device.

Themis SIM Manager
The SIM Manager is a stand alone intrusive auditing suite. It is a highly configurable management tool which
can be used in both a reactive and a pro-active environment.

BY utilising uniqgue methodologies in the recovery of digital evidence, the SIM Manager is the most advanced
product of its type. The SIM Manager can be used to manage a single or multiple users to determine
adherence to a fair usage policy, or when needed, identify any breaches in security.

The SIM Manager Access profiles are stored in central or distributed repositories which give a highly flexible
and configurable real time Command Console which can

« Select a single / multiple users for a variety of scans.
» Update Storage Paths, Ports, and Notifications to single/multiple users
» Update Configuration Logs without having to access each individual users PC

Some key features include:

* Real Time machine and user activity monitoring

« Variety of intrusive and detective scans

 Special applications to interpret various hidden systems data

¢ Can be run from a USB device offering added security and flexibility.
o Identification of historically attached devices and accesses

» Real Time Directory Structure captured off attached USB Devices.

¢ Real Time Directory Structure captured off CDs accessed.

¢ Real Time Directory Structure captured off attached volumes.

« Identification, count, metering and categorisation of all Software Installed
« Identification of all Application Paths

o Interpretation of Internet History and Offline Browsing.

¢ Summary of key elements in User profiles.

* Hardware profiles for each machine, enabling a network audit.

e Assists in conformity towards Sarbanes Oxley / Basel2.

o Lists emails from Outlook Express etc..

» Decrypts Protected Storage (Auto Complete forms, Passwords) etc...
» Provides network deployable Key Logging feature etc.



Themis SIM Client

The SIM Client is a hidden system and audit agent which creates a unique SIM profile based on each active
user or machine. It is highly configurable via the SIM manager and can be used in both a reactive and pro
active environment.

The SIM Agent is deployed in a Limited Account and as such it is impossible to both detect and to kill as a
process.

Some key features include:

 Data is fully encrypted and hidden at user end.

« Real Time monitoring as it is running as a system service

¢ Agent is running continuously so any activity whilst PC is removed from the Network is collated and
reported as soon as PC re-logs into Corporate Network environment

* Unexposed full scan at every user logon, or as configured

* Unexposed full machine and user activity monitoring.

« SIM profiles can be stored at remote repositories or as designed

The Themis SIM Analyser Tools (The Discovery Management Tools)

The SIM Analyser provides a retrospective review of all profiles and information gathered by the SIM
Manager.

The Analyser provides the capability to go over extensive levels of historical data, such as which individual or
machine has accessed what files and at what time. For instance it can determine which USB drives have
been attached to which machines and can even pinpoint their serial numbers.

A common use of the SIM Analyser would be to determine which specific users had accessed a file or
fileshares which contained important confidential information. The SIM would have collected the data over
the network as part of its regular scanning process and the SIM Analyser would now show who had
accessed the file or files in question.

All this information on common files and file activity is stored and formally prepared in a report format,
which can then be checked prior to retrieving the original profiles if necessary.

The SIM Analyser is like the SIM Manager in that it is available to be used on a portable device as well as
from the same folder as where the SIM is installed.

The SIM Finder and SIM Comparer

The SIM finder is a powerful retrospektive search tool that in a fast and precise way finds all relevant
security or asset inforamtion across all the estate profiles

The SIM Comparer is another powerful retrospective analysis tool that simply has the capability to compare
historical data provided by the SIM Manager and SIM Analyser.

This function can be used to assess differences in User or Machine behavior.
You would have the ability to compare a specific User’s Internet History over a period of time, or to see how
many times a specific USB is introduced into the network and which machines it was used on.

This information when coupled with the information already retrieved via the SIM Analyser will provide an
exact snapshot in time of a User or Users activity.



As with all features of the overall SIM, this functionality is entirely portable via USB.
Intelligent Proactive Compliance

All the above Themis SIM elements in combination as a suite, gives you the full Intelligent Proactive
Compliance (IPC) benefits as graphically illustrated in below process-model. Here you will see The Themis
SIM as the de facto management hub of all relevant information providing your company unique insights
and user/behavioral knowledge as it has never before been possible:

Intelligent>Proactive=Compliance

Retention & . Access

Avallabllity Chianges

People Frocess

Systerms
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